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Introduction

Security is crucial for the success of any
organization. Unauthorized users frequently steal
information while hackers constantly disrupt flows
of information. In response, organizations have
adopted new security policies. It is clear that many
of these security policies are valuable, however, an
organization may be limited in how much of its
resources it can devote to protecting its flows of
information. Security costs can be incurred
monetarily (e.g., the price of a new firewall) or non-
monetarily (e.g., requiring employees to use
convoluted passwords or confusing software-
protection programs). An organization’s goal should
be to develop the most appropriate approach to
security (i.e., a balance between cost and
effectiveness). This is further complicated by the
fact that there are likely to be different priorities for
the various stakeholders in the organization.
Furthermore, as organizations evolve towards
becoming extended enterprises - including close ties
with suppliers, customers, and other partners - there
will be a significant increase in the number of
stakeholders and thus a wider range of security
requirements.

Purpose of Study

Many scholars have approached the study of security
by focusing specifically on the detailed elements of
the security systems themselves, such as
effectiveness of different cryptographic codes or
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firewall technologies, or have measured specific
events, such as mean-time-to-failure. However,
these works do not look at security holistically and
commonly neglect to consider the members of the
organization themselves. They especially neglect to
consider the perceived needs and security views of
an organization’s members.

In this project, we take a different approach. We
seek to identify the commonalities and differences
both within and between different organizations with
respect to perceptions of security held by different
members of the organization. In order to accomplish
this, there are three major objectives:

e To identify how perceptions both shape and
should shape decisions in investments in
security systems, with a particular focus on
identifying the most important constructs of
security, as perceived by the individuals in
the organization.

e To identify differences between the
importance and assessment of the various
security  constructs among  different
organizational systems (e.g., comparing two
different companies).

e To identify differences between the
importance and assessment of the various
security constructs among organizational
systems (e.g., comparing the views of mid-
level managers to that of senior
management).

The House of Security: Analysis Methodology

Through a comprehensive literature review, web
searches, and several surveys, researchers at MIT
have identified about 300 security issues. These
security issues were found to be grouped primarily
into eight meta-groupings, or constructs, as follows:
Good Security provides Accessibility to data and
networks to appropriate users while simultaneously
protecting Confidentiality of data and minimizing
Vulnerabilities to attacks and threats. Good Security
Practice goes beyond technical IT solutions. It is
driven by a Business Strateqy with associated
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The Eight Constructs Organized as the House of Security

Figure 1

Security Policies and Procedures implemented in a
Culture of Security. These practices are supported

by IT Resources and Financial Resources dedicated

to Security. These eight constructs form our

House of Security. (see Figure 1)

The best tool for identifying variations in
perceptions of security is a survey - broadly
distributed to an array of members of an
organization (from employees to top-level managers
across all functional areas) - that addresses both their
organization and the extended enterprise. In our
survey, respondents are asked to rate a series of
statements about their perception of security,
specifically:

(1) the current state of that security issue within
their organization

(2) the importance of that security issue for their
organization

(3) the current state of that security issue for a
partner organization

(4) the importance of that security issue for the
same partner organization

A key part of this study involves performing gap
analyses (e.g., how much does the perception of the
current state of that security issue in the organization
differ from the perception of the importance of that
security issue). Such gaps represent opportunities
for improvement and better understanding within the
enterprise and across the extended enterprise. When
current status is below the ideal, they represent areas
for possible improvement. When there are
differences in status or gaps perceived among

different stakeholders, these represent areas for
investigating sources of the differences: the gaps
may represent misunderstandings or the gaps may
represent differences in local knowledge and needs.
While a key goal of this survey is to measure
perceptions of the different constructs of security,
we also want to understand the causes of these
perception variations. For this reason, the survey
also asks a series of “demographic” questions, such
as the size of the organization and its industry.

Finally, we evaluate the quality of the survey
instrument by measuring the statistically
significance of the questions and the constructs, the
reliability of the constructs (by computing Cronbach
Alphas) and the content, convergent, and
discriminant validity of the constructs.

Preliminary Results

In our pilot survey, interesting results have arisen in
several categories: (1) the individual questions, (2)
the constructs, and (3) the construct gaps. Some
examples are presented here.

Individual Questions: Respondents were asked to
assess whether “people in the organization were
aware of good security practices.” They were then
asked the importance of that issue in the
organization. This was to be answered on a 7-point
scale (where 1 means “true to a small extent” and 7
means “true to a large extent”). The overall results
are shown on the top line of the graph of Figure 2.
The current assessment (marked MA\) is the left part
of that line (in yellow) while the importance (marked
MI) represents the entire line. The right part of the
line (in blue in the top line) represents the gap. In
this example, there was a large gap, statistically
significant at the 99.99% level. This suggests that
awareness of good security practices falls far short
of what is perceived to be needed among the
respondents.  When comparing individual
organizations, such as Company X and Company |,
we also observed major differences in assessment,
importance, and gap size. One of the goals of this
research is to understand these differences.
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Constructs: The questions in the survey are
aggregated to form the eight constructs that
constitute our House of Security. An example of the
assessment (current situation) of all 8 constructs can
be seen in Figure 3 below. We can see that for a
given company, the assessment values are likely to
differ for the eight constructs. Comparing
companies, we can see both significant similarities
and differences between Company X and Company |
again. For example, these companies are very
similar in their perceptions of “Accessibility” but
very different in their perceptions of the state of
“Security Policy”.
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Figure 3

Construct Gaps: Although viewing the actual values
of each of the constructs provides some insights, it is
often more interesting to examine the “gaps.” For
example, one organization might have an assessment
of “5”, but if it views that construct as only having
an importance value of “5”, the gap would be zero
and it might be content. Whereas, if another
organization had an assessment of “6”, but viewed
that construct importance as being “7”, that is a gap
of 1 and might indicate an area for improvement.
Some examples of these construct gaps are seen in
Figure 4 below. Comparing companies X and |
again, we observed some differences in gaps (which
might be considered measures of discontent) in
“Accessibility” but much bigger differences in gaps
in “Security Culture.”
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Figure 4
Conclusion

The security of information systems is vital to any
organization. In order to identify security strategies
and to identify cross-organizational trends, we
analyze perceptions of importance and assessment
along eight security constructs. In addition to
being a unique way of considering the *“security
dilemma,” such an analysis will demonstrate the
importance of considering perceptions and may
shed some light on how perceptions shape
decision-making in an organization. We believe the
results from this work will have tremendous
implications in a number of areas including
assessing an organization’s  security  needs,
marketing of security products, and the development
of an organization’s security technology and policy.
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ABOUT THE MIT CENTER FOR EBUSINESS
Founded in 1999, the Center for eBusiness is the
largest research center in the history of the Sloan
School. We are supported entirely by corporate
sponsors whom we work with closely in directed
research projects. The Center has funded more than
45 Faculty and performed more than 60 research
projects. Our mission is to join leading companies,
leading educators, and some of the best students in
the world together in inventing and understanding
the business value made possible by digital
technologies. Our interactions are a dynamic
interchange of ideas, analysis, and reflection
intended to solve real problems.

Examples of Current Focused Research Projects:
= Implications of e-Commerce for New Services
and Structure of Logistics Systems

= How Do Intangible Assets Affect the
Productivity of Computerization Efforts?

=  Wireless and Mobile Commerce Opportunities
for Payments Services

= Benchmarking Digital Organizations

= The Impact of the Internet on the Future of the
Financial Services Industry

= Pricing Products and Services in the High-Tech
Industry

The Center for eBusiness has recently entered into
Phase 11, focusing more explicitly on business value,
while at the same time including technologies
beyond the Internet (e.g. RFID) in its purview. Our
goal, in part, is to reduce that timeline through basic
and applied research, engagement with industry
sponsors, and the sharing of best practice, and the
MIT’s credo of combining rigor with relevance is
well served.

We are co-located with MIT Sloan’s Center for
Information Systems Research and the Center for
Coordination Science to facilitate collaboration. Our
cross-campus collaborations include work with the
Media Lab, AutolD Center, Computer Science and
Al Lab, and Communications Futures Program.

Please visit our website for more information.

We are organized into five areas of expertise — or
Special Interest Groups:

1. Productivity

2. Trust and Customer Advocacy

3. Communications Futures

4. Interdependence of Security
and the Extended Enterprise

5. IT Products and Services
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